
 

 

 

THIS DOCUMENT IS ONLY COMPATIBLE WITH ADOBE SOFTWARE. 
 

YOU WILL NEED TO USE ADOBE SOFTWARE AND ACCEPT THE FOLLOWING TERMS AND CONDITIONS 
BEFORE YOU MAY VIEW THE COMPLIANCE REPORT. 

 
YOUR ACCESS TO AND USE OF CORESITE’S COMPLIANCE REPORTS ARE SUBJECT TO THE FOLLOWING TERMS AND CONDITIONS 
(“AGREEMENT”), AND BY CLICKING “ACCEPT” BELOW, YOU REPRESENT THAT YOU HAVE REVIEWED THESE TERMS AND CONDITIONS 
AND AGREE TO BE BOUND BY THEM. 
 
“You” and “Your” refer to the company or entity requesting and/or viewing the compliance reports document. “Document” means 
the compliance reports accessed by clicking on the Accept button below.  
 
1. The Document, together with any and all information contained therein and relating to the CoreSite Facility, CoreSite, CoreSite LP or any of its affiliates 

(collectively, “CoreSite”), is “Confidential Information.” You shall not disclose the Confidential Information to any other party without CoreSite’s written 
consent, other than to Your affiliates and respective directors, officers, employees, advisors, third party auditors engaged by You to assist in performing the 
Assessment, and other agent(s) (collectively, the “Representatives”) who are working on or consulted regarding such information in connection with the 
Assessment (it being understood that such Representatives shall be informed by You of the confidential nature of CoreSite’s Confidential Information and shall 
be directed by, and, with respect to third party Representatives to treat such Confidential Information confidentially and not to use such Confidential 
Information other than for the Assessment). You shall require any third party auditor Representatives to execute a confidentiality and nondisclosure agreement 
protecting the Confidential Information on terms and conditions at least as stringent as those set forth in this Agreement. You shall remain solely responsible for 
preserving confidentiality of Confidential Information that is shared with or accessed by any Representatives.  
 
Confidential Information does not include information that (a) was in the possession of You or Your Representatives (defined herein) prior to disclosure, (b) 
prior or after the time of disclosure becomes part of the public knowledge or literature, not as a result of any inaction or action of You or any Representatives in 
violation of this Agreement, (c) becomes available to You or Your Representatives on a non-confidential basis after the date hereof from any third party which is 
not known by You or Your Representatives to be bound by a confidentiality agreement with CoreSite with respect to such inform ation, (d) has been or is 
subsequently independently conceived or developed by You or Your Representatives without reference to the Confidential Information, or (e) You are 
requested or required to disclose pursuant to a valid order of a court, law, governmental rule, governmental regulation, governmental body or self-regulatory 
agency; provided, however, that You shall, to the extent practicable and permitted by law, rule, regulation or judicial order, give notice to CoreSite and shall give 
CoreSite a reasonable opportunity to interpose an objection or obtain a protective order (at Your sole expense) requiring that the Confidential Information so 
disclosed be used only for the purposes for which the order was issued. 
 

2. You agree that the Document will be promptly returned or destroyed, accompanied by all copies (including, without limitation, any reports or compilations 
prepared by You that include such Document or its contents) upon the written request of CoreSite; provided, however, that You may retain any Confidential 
Information for Your files to the extent required by Your record retention policies for legal and regulatory considerations and such retained Confidential 
Information shall remain subject to the confidentiality obligations contained herein for as long as such Confidential Information is retained. 
 

3. Nothing in this Agreement is intended to grant any rights under any intellectual property of CoreSite, nor shall this Agreement grant You any rights in or to the 
Confidential Information. CoreSite makes no representation or warranty as to the accuracy or completeness of the Confidential Information.  
 

4. You acknowledge that CoreSite LP is a publicly held company and that the United States securities laws prohibit any person who has material, non-public 
information about a public company from purchasing or selling securities of that company, or from communicating that informat ion to any other person under 
circumstances in which it is reasonably foreseeable that such person is likely to purchase and sell those securities. You agree that You will not use, or cause any 
third party to use, the Document or any Confidential Information, or other material non-public information regarding CoreSite, in violation of the U.S. securities 
laws. 
 

5. You agree to comply fully with all relevant export laws and regulations of the U.S. ("Export Laws") to assure that neither Confidential Information nor any direct 
product thereof is: (1) exported, directly or indirectly, in violation of this Agreement or Export Laws; or (2) intended to b e used for any purposes prohibited by 
the Export Laws. You agree that Confidential Information may not be viewed by, or otherwise provided or made available, either directly or indirectly, to: (1) 
individuals or entities from any country within the U.S. Export Administration Regulations country E:1 group, as it exists in  fact, or any other country subject to 
U.S. trade sanctions, or to nationals or residents of such countries, wherever located, other than nationals who are lawfully  admitted permanent residents of 
countries not subject to such sanctions; or (2) to any individual or entity on the U.S. Treasury Department or U.S. Commerce Department export exclusions list, 
as they exist in fact. 
 

6. This Agreement shall continue and remain in effect for as long as you have the Document or any Confidential Information. This Agreement shall be governed by 
and construed and enforced in accordance with Colorado law. This Agreement supersedes any and all prior discussions between the parties with respect to the 
subject matter hereto. Any written agreements between the parties shall remain in full force and effect through their respective terms. 
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Independent Accountant's Report  
 


To: CoreSite LP 
 
We have examined management of CoreSite LP’s (“CoreSite” or “the Company”) assertion that CoreSite complied 
with the requirements of the National Institute of Standards and Technology (NIST) Special Publication Series 800-
53 revision 5, with the high categorization (as defined by the Federal Information Processing Standard (FIPS) 199), 
as of June 30, 2025, at its in-scope locations as noted in Section 3 of this report. 
 
CoreSite’s management is responsible for its assertion. Our responsibility is to express an opinion on management’s 
assertion based on our examination. 
 
The information presented in Section 5, "Other Information Provided by CoreSite," is provided by CoreSite’s 
management to offer additional context about its colocation services system. This information is not part of the 
system description evaluated during our examination and was not subjected to our examination procedures. 
Accordingly, we do not express an opinion on the information presented in Section 5. 
 
We conducted our examination in accordance with attestation standards established by the American Institute of 
Certified Public Accountants (AICPA). Those standards require that we plan and perform the examination to obtain 
reasonable assurance that management’s assertion about compliance with the specified requirements is fairly 
stated, in all material respects. 
 
An examination involves: 
 


• Performing procedures to obtain evidence about whether management’s assertion is fairly stated; 


• Assessing the risks of material misstatement of the assertion, whether due to fraud or error; 


• Evaluating the design and implementation of relevant controls; and 


• Testing the operating effectiveness of controls where applicable. 
 
We believe that the evidence obtained is sufficient and appropriate to provide a reasonable basis for our opinion. 
 
We are required to be independent and to meet our other ethical responsibilities in accordance with relevant ethical 
requirements related to the engagement. 
 
Our examination does not provide a legal determination on CoreSite's compliance with the specified requirements. 
 
In our opinion, management’s assertion, as noted in Section 2, that CoreSite complied with NIST Special Publication 
Series 800-53 revision 5, with the high categorization (as defined by FIPS 199), and as described in the compliance 
attestation results in Section 4, as of June 30, 2025, is fairly stated, in all material respects. 
 


AARC-360 
Alpharetta, GA 
September 4, 2025 
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SECTION 2 – CORESITE’S ASSERTION 
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CoreSite’s Assertion 
 
September 4, 2025 
 


We have prepared the description of CoreSite LP’s (“CoreSite”) controls supporting the colocation services system 
provided to customers of CoreSite’s colocation services as of June 30, 2025. We confirm, to the best of our 
knowledge and belief, that: 
 


a) Management’s description fairly presents CoreSite’s controls for its colocation services that were designed 
and implemented as of June 30, 2025. The criteria we used in making this assertion were that the 
description: 
 


i. Presents the controls as designed and implemented to support the colocation services; 
 


ii. Describes the specified controls designed to achieve the information security program’s objectives; 
and 


 
iii. Does not omit or distort information relevant to the controls. 


 


b) The controls governing the colocation services conform to the applicable control guidance from the National 
Institute of Standards and Technology (NIST) Special Publication Series 800-53 revision 5, with the high 
categorization (as defined by the Federal Information Processing Standard (FIPS) 199), as of June 30, 2025, 
at the in-scope locations and aligned to the control parameters and selections for each control that have 
been specifically required by CoreSite’s customers undergoing FedRAMP assessments. The criteria we used 
in making this assertion were that: 


 
i. We performed an assessment to determine the applicability and implementation status of the 


controls supporting the colocation services with each applicable control identified as Satisfied, 
Other Than Satisfied, or Not Applicable. 


 
ii. The controls documented included high baseline controls from the following NIST SP 800-53 


Revision 5 control families: 
a. Awareness and Training (AT) 
b. Physical and Environmental Protection (PE) 


c. Personnel Security (PS) 
 


iii. The controls, both automated and manual, were implemented as designed. 
 
Section 3 of this report includes CoreSite’s description of its colocation services that is covered by this assertion 
and Section 4 includes the compliance attestation results of NIST Publication Series 800-53. 


 
 
 
       
Larry Jones 
Vice President, Compliance & Internal Controls 
CoreSite 
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SECTION 3 – CORESITE’S DESCRIPTION OF ITS COLOCATION SERVICES 
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CORESITE’S DESCRIPTION OF ITS COLOCATION SERVICES 
 
Overview of Operations 
 
Company Background 
 
CoreSite, a subsidiary of American Tower Corporation, owns and operates data center facilities in key markets across 
the United States. CoreSite’s data centers deliver secure, high-performance colocation and interconnection services 
for its customers, including enterprises, cloud providers, and network operators. 
 
Description of Services Provided 
 
CoreSite delivers secure, reliable colocation facilities with infrastructure designed to protect customer systems from 
physical and environmental risks. In addition, CoreSite provides cross connection and interconnection services to 
enable secure, low-latency communication among customers, cloud platforms, and network providers. The following 
table outlines CoreSite’s core service offerings, each designed to support customer reliability, scalability, and 
business continuity. 
 
CoreSite does not collect, access, store, retain, encrypt, decrypt, or otherwise monitor any of its customer data or 
communications, including information stored on customer-owned equipment or related to customers' end users. 
 
System Boundaries 
 
The scope of this report includes the Awareness and Training, Physical and Environmental Protection, and Personnel 
Security control families for the following CoreSite data center facilities: 
 


Locations Sites 


Atlanta AT1, AT2 


Boston BO1 


Chicago CH1, CH2 


Washington D.C. DC1, DC2 


Denver DE1*, DE2 


Los Angeles LA1, LA2, LA3 


Miami MI1, MI2 


New York NY1, NY2, NY3 


Orlando OR1 


Silicon Valley SV1, SV2, SV3, SV4, SV7, SV8, SV9 


Northern Virginia VA1, VA2, VA3 


 
* - In April 2025, CoreSite acquired the building housing DE1, including additional colocation space. This additional 
colocation space is not included in the scope of this report and will be included in a future examination once 
integrated into CoreSite’s control framework. 
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The description below is based on information security program elements cited in Federal Information Security 
Management Act (FISMA), specifically §3544(b) (or 44 U.S.C. §3544). As FISMA makes references to NIST for detailed 
guidance, the detailed control activities in Section 4 are presented alongside the content of NIST SP 800-53 Revision 
5 (or NIST 800-53) and aligned to the control parameters and selections for each control that have been specifically 
required by CoreSite’s customers undergoing Federal Risk and Authorization Management Program (FedRAMP) 
assessments. 
 
Infrastructure and Processes 
 
Awareness and Training  
 
A security awareness and training policy and related procedures have been developed, documented, and 
disseminated to HR personnel. The policy addresses the purpose, scope, roles, responsibilities, management 
commitment, coordination among organizational entities, and compliance; whereas the procedures facilitate the 
implementation of the security awareness and training policy and associated security awareness and training 
controls. Both the policy and procedures are updated at least annually or whenever a significant change occurs. 
 
Upon hire, employees sign an acknowledgment form indicating that they have been given access to the employee 
handbook and understand their responsibility for adhering to the code of conduct outlined within the handbook. An 
employee sanction procedure is documented within the employee handbook communicating that an employee 
could face disciplinary action, including termination of employment, for noncompliance with a policy and/or 
procedure. Additionally, employees are required to complete ethics training upon hire and on an annual basis 
thereafter to understand their obligations and responsibilities to comply with the corporate code of business 
conduct and ethics, including recognizing and reporting potential indicators of insider threat. As a component of the 
ethics training, employees are required to complete an acknowledgment certifying their understanding of the 
employee handbook. Lastly, employees are required to complete security awareness training upon hire, annually 
thereafter, and when required by information system changes, to communicate and reemphasize their obligations 
and responsibilities for complying with the corporate and business unit security policies. As a component of the 
security awareness training, employees are required to verify that they have read and agree to comply with the 
information security policy. 
 
Training courses are available to employees via a learning management system (LMS) to maintain and advance the 
skill level of personnel. The LMS tracks employee compliance with training requirements and is configured to send 
automated notifications to employees reminding them of training due dates. Training records within the LMS are 
retained by CoreSite for five years. 
 
Physical and Environmental Protection 
 
Physical Security  
 
CoreSite maintains a comprehensive standard operating procedure (SOP) that governs physical security practices 
across its colocation facilities. The SOP outlines the roles and responsibilities of colocation and security personnel 
and covers key topics such as: 
 


• Management of the access control system 


• Visitor management 


• Deliveries and equipment removal 


• Handling of customer-owned infrastructure 


• Physical security incident response 
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Physical security is enforced through a combination of manual and automated controls. CoreSite uses the Lenel 
badge access control system to monitor and prevent unauthorized access. The system enforces two-factor 
authentication requiring both badge credentials and a biometric scan to access restricted areas such as customer 
installations (e.g., production areas). Biometric data is securely stored as non-reversible, one-way hashes. The badge 
systems log all ingress activity, with logs retained for a minimum of 12 months for audit purposes. Alerts for 
predefined events such as doors held open or biometric mismatches are routed in real-time to data center 
operations for investigation. Data center staff also use the automated ticketing system to manage and track 
equipment deliveries and removals. 
 
CoreSite also deploys network video recorder (NVR) camera systems to continuously monitor access and activity 
throughout the colocation environment. Security technicians provide 24x7 oversight at each site, and the Lenel and 
NVR systems are integrated with an enterprise-wide monitoring platform that supports centralized, off-site 
surveillance. NVR images are retained for at least 90 days.  
 
Physical access requests for internal users are documented through the automated ticketing system and require 
manager approval. Employee badge access privileges are granted based on individual job responsibilities and are 
revoked as part of the employee termination process. Quarterly physical access reviews are performed for each 
colocation facility to help ensure that access to the data centers is restricted to authorized personnel. Physical access 
requests for external users (e.g., customers, contractors, vendors, etc.) are also submitted through the automated 
ticketing system and are processed by facility security personnel. Visitors must present photo identification, be 
logged in the access control system or sign a visitor log, and must be escorted wearing a temporary badge. Historical 
visitor logs and badge records are retained for a minimum of 90 days. The ability to administer the badge access 
control system is restricted to user accounts accessible by authorized personnel. 
 
CoreSite maintains procedures to track the assignment and return of physical keys at its data center facilities. 
Depending on the location, sites either use the Traka key management system or follow a manual key check-out and 
audit process. Traka electronic key cabinets are used to securely issue, track, and automatically audit physical keys. 
These units enforce authenticated access, provide real-time tracking of key check-outs and returns, and support 
centralized reporting and alerting to help enforce physical access controls and accountability. Physical key check-out 
logs are maintained to track physical key assignments and document the subsequent return of physical keys. For 
sites that don’t use Traka systems, the data center technicians inventory physical keys at least weekly. In the event 
physical keys are lost, the event will be reported to local management, who will make a risk-based decision on 
whether the lock should be changed. 
 
Backup Power Infrastructure  
 
CoreSite has controls in place to support the reliability of data center power provided to its colocation facilities. 
During client onboarding, power availability is contracted based on each customer's specific requirements. To 
support continuous power, each data center is equipped with redundant power infrastructure, including 
uninterruptible power supply (UPS) systems and backup generators. These systems are configured to help ensure 
power supplies remain uninterrupted with a combination of N, N+1, 2N, and distributed redundant configurations.  
 
UPS systems are in place to maintain temporary power to critical infrastructure during utility outages, ensuring 
seamless transition to on-site generators and minimizing the risk of power surges. To support ongoing reliability, 
management coordinates with qualified third-party vendors to perform formal inspections of the UPS systems at 
least annually.  
 
In addition to UPS systems, the colocation facilities are equipped with single or multiple generators configured to 
provide temporary power in the event of a failure of the primary power source. CoreSite personnel conduct monthly 
inspections of generators using a standardized checklist. Management supplements these internal reviews with at 
least semi-annual reviews performed by third-party vendors.  
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Any scheduled maintenance item not completed within the defined period must be escalated to a Director for review 
and approval. Overdue maintenance items must be completed as soon as reasonably possible and are flagged in 
reporting dashboards as past due. 
 
Building automation systems are used to continuously monitor the UPS systems, switches, generators, and other 
infrastructure that supports power supplied to the colocation facilities. These systems alert data center operations 
personnel when predefined conditions or alarms are triggered. 
 
The data center facilities have the capability of shutting off power to the information system or individual system 
components during emergency situations.  
 
Emergency shut-off switches or devices are protected from unauthorized activation and are placed in locations to 
facilitate safe and easy access for personnel. CoreSite protects power equipment and power cabling from damage 
and destruction through a variety of cabling security controls (e.g., running cabling overhead and/or beneath the 
raised floor, placing cabling out of arm’s reach, etc.). In the event of a power outage or disruption, CoreSite employs 
and maintains emergency lighting that automatically activates to cover emergency exits and evacuation routes 
throughout the facility. 
 
Cooling, Fire Detection, and Fire Suppression Infrastructure 
 
CoreSite has controls in place to support the reliability of data center cooling for its colocation facilities. To prevent 
single points of failure, the infrastructure includes multiple chillers, packaged air handling units (PAHUs), computer 
room air conditioners (CRACs), and/or computer room air handlers (CRAHs). In response to customer needs, water-
cooled cabinets are also being introduced into computer rooms. To detect leaks from cooling systems, water 
detection systems are deployed throughout critical areas. Inspections of all cooling infrastructure are performed by 
internal personnel or third-party vendors at least annually in alignment with CoreSite’s SOPs and industry best 
practices. 
 
Environmental conditions, such as temperature and humidity levels, are continuously monitored via building 
automation systems. These systems are configured to trigger alerts when thresholds are exceeded, enabling data 
center operations personnel to take corrective action promptly and restore equipment to optimal operating 
conditions. CoreSite maintains temperature and humidity levels within the facility where the information system 
resides consistent with American Society of Heating, Refrigerating and Air-Conditioning Engineers (ASHRAE) 
document entitled Thermal Guidelines for Data Processing Environments. 
 
In addition to cooling, CoreSite’s colocation facilities are equipped with a range of fire detection and suppression 
systems. These include: 
 


• Audible and visual fire alarms 
• Dry or wet pipe sprinklers 
• FM-200 fire suppression systems 
• Smoke and heat detectors 
• Very Early Smoke Detection Apparatus (VESDA) 
• Hand-held fire extinguishers 
 


For facilities with dry or wet pipe water sprinklers, master shutoff or isolation valves are installed to mitigate the risk 
of water damage. These valves are maintained in working condition and accessible only to authorized personnel. In 
the event that fire detection and suppression devices are activated, CoreSite provides automatic notification of the 
activation to facilities personnel and the local fire department. All fire detection and suppression equipment is 
inspected at least annually by third-party vendors to ensure proper functionality and compliance with regulatory 
and safety standards.  
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Any scheduled maintenance item not completed within the defined period must be escalated to a Director for review 
and approval. Overdue maintenance items must be completed as soon as reasonably possible and are flagged in 
reporting dashboards as past due. 
 
Personnel Security 
 
A personnel security policy and related procedures have been developed, documented, and disseminated to 
employees. The policy addresses the purpose, scope, roles, responsibilities, management commitment, coordination 
among organizational entities, and compliance; whereas the procedures facilitate the implementation of the 
personnel security policy and associated controls. Both the policy and procedures are updated at least annually or 
whenever significant change occurs. 
 
The employee handbook and information security policies document CoreSite’s rules and restrictions with respect 
to the acceptable use of information systems. These policies are required to be acknowledged upon hire and are 
incorporated as a component of the annual ethics and security awareness training. 
 
Background checks (screening) are performed for employment candidates as a component of the hiring process. 
CoreSite has designated all organizational positions to have the same risk level; therefore, every position receives 
the same amount of screening prior to employment and is not required to be rescreened on a predefined basis 
thereafter. 
 
CoreSite reviews and confirms ongoing operational need for current logical and physical access authorizations to 
information systems / facilities when individuals are reassigned or transferred to other positions within the 
organization. Logical access and physical access reviews are performed quarterly. Additionally, CoreSite initiates 
reassignment or transfer actions, including notifying IT and facilities personnel, within 24 hours following the formal 
reassignment or transfer. 
 
Upon termination of employment, an automated notification is distributed by the ticketing system to notify IT and 
facilities personnel to remove logical and physical access for the terminated employee. Information systems (logical) 
access is removed within eight hours and facilities (physical) access is removed within one day. Additionally, as a 
component of the termination process, CoreSite recovers any company-issued assets (e.g., laptops, access badges, 
etc.), and, where applicable for voluntary terminations, conducts exit interviews that include a discussion of 
information security topics. 
 
The employee handbook and the acceptable use policy within the information security policy contain access 
agreements for organizational information systems. The policies are reviewed and updated at least annually. 
CoreSite employs a formal sanction process for individuals failing to comply with established information security 
policies and procedures and notifies information system security management personnel within 24 hours when a 
formal employee sanctions process is initiated, identifying the individual sanctioned and the reason for the sanction. 
 
The master services agreement (MSA) documents the personnel security requirements including security roles and 
responsibilities for third-party providers. The MSA requires third parties to comply with CoreSite’s personnel security 
policies and procedures, including requiring third parties to notify CoreSite management immediately of any 
personnel terminations or transfers for any personnel who possess organizational credentials (information system 
privileges) and/or badges. CoreSite monitors third-party vendor compliance with the MSA via annual surveys. 
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In-Scope NIST 800-53 Control Families 
 
Awareness and Training (AT) 
 
Organizations must: (i) ensure that managers and users of organizational information systems are made aware of 
the security risks associated with their activities and of the applicable laws, Executive Orders, directives, policies, 
standards, instructions, regulations, or procedures related to the security of organizational information systems; and 
(ii) ensure that organizational personnel are adequately trained to carry out their assigned information security-
related duties and responsibilities. 
 
Physical and Environmental Protection (PE) 
 
Organizations must: (i) limit physical access to information systems, equipment, and the respective operating 
environments to authorized individuals; (ii) protect the physical plant and support infrastructure for information 
systems; (iii) provide supporting utilities for information systems; (iv) protect information systems against 
environmental hazards; and (v) provide appropriate environmental controls in facilities containing information 
systems. 
 
Personnel Security (PS) 
 
Organizations must: (i) ensure that individuals occupying positions of responsibility within organizations (including 
third party service providers) are trustworthy and meet established security criteria for those positions; (ii) ensure 
that organizational information and information systems are protected during and after personnel actions such as 
terminations and transfers; and (iii) employ formal sanctions for personnel failing to comply with organizational 
security policies and procedures.
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SECTION 4 – COMPLIANCE ATTESTATION RESULTS 
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AWARENESS AND TRAINING 


 


Control 
No. Control Name NIST Control Status 


AT-1 Policy and Procedures The organization: 


a. Develops, documents, and disseminates to HR personnel: 


1. Organization-level awareness and training policy that: 


a) Addresses purpose, scope, roles, responsibilities, management 
commitment, coordination among organizational entities, and 
compliance; and 


b) Is consistent with applicable laws, executive orders, directives, 
regulations, policies, standards, and guidelines; and 


2. Procedures to facilitate the implementation of the awareness and training 
policy and the associated awareness and training controls; 


b. Designates HR personnel to manage the development, documentation, and 
dissemination of the awareness and training policy and procedures; and 


c. Reviews and updates the current awareness and training: 


1. Policy at least annually and following significant changes; and 


2. Procedures at least annually and following significant changes. 


Satisfied 


AT-2 Security Awareness 
Training  


The organization: 


a. Provides security and privacy literacy training to system users (including 
managers, senior executives, and contractors): 


1. As part of initial training for new users and at least annually thereafter; and 


2. When required by system changes or following significant changes; 


b. Employs the following techniques to increase the security and privacy 
awareness of system users: recorded trainings, email communication, and 
phishing awareness tests; 


c. Updates literacy training and awareness content at least annually and following 
significant changes; and 


d. Incorporates lessons learned from internal or external security incidents or 
breaches into literacy training and awareness techniques. 


Satisfied 
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Control 
No. Control Name NIST Control Status 


AT-2(2) Literacy Training and 
Awareness | Insider Threat 


The organization provides literacy training on recognizing and reporting potential 
indicators of insider threat. 


Satisfied 


AT-2(3) Literacy Training and 
Awareness | Social 
Engineering and Mining 


The organization provides literacy training on recognizing and reporting potential and 
actual instances of social engineering and social mining.  


Satisfied 


AT-3  Role-Based Training The organization  


a. Provides role-based security and privacy training to personnel with assigned 
security roles and responsibilities: 


1. Before authorizing access to the system, information or performing 
assigned duties, and at least annually thereafter; and 


2. When required by system changes; 


b. Updates role-based training content at least annually and following significant 
changes; and 


c. Incorporates lessons learned from internal or external security incidents or 
breaches into role-based training. 


Satisfied 


AT-4 Training Records The organization: 


a. Documents and monitors information security and privacy training activities, 
including security and privacy awareness training and specific role-based 
security and privacy training; and 


b. Retains individual training records for five (5) years or 5 years after completion 
of a specific training program. 


Satisfied 
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PHYSICAL AND ENVIRONMENTAL PROTECTION 


 


Control 
No Control Name NIST Control Status 


PE-1 Policy and Procedures The organization: 


a. Develops, documents, and disseminates to employees: 


1. Organization-level physical and environmental protection policy that: 


a) Addresses purpose, scope, roles, responsibilities, management 
commitment, coordination among organizational entities, and 
compliance; and 


b) Is consistent with applicable laws, executive orders, directives, 
regulations, policies, standards, and guidelines; and 


2. Procedures to facilitate the implementation of the physical and 
environmental protection policy and the associated physical and 
environmental protection controls; 


b. Designates Data Center Operations to manage the development, 
documentation, and dissemination of the physical and environmental 
protection policy and procedures; and 


c. Reviews and updates the current physical and environmental protection: 


1. Policy at least annually and following significant events; and 


2. Procedures at least annually and following significant events. 


Satisfied 


PE-2 Physical Access 
Authorizations 


The organization: 


a. Develops, approves, and maintains a list of individuals with authorized access 
to the facility where the system resides; 


b. Issues authorization credentials for facility access; 


c. Reviews the access list detailing authorized facility access by individuals at least 
every ninety (90) days; and 


d. Removes individuals from the facility access list when access is no longer 
required. 


Satisfied 
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Control 
No Control Name NIST Control Status 


PE-3 Physical Access Control The organization: 


a. Enforces physical access authorizations at entry points to the colocation 
facilities by: 


1. Verifying individual access authorizations before granting access to the 
facility; and 


2. Controlling ingress and egress to the facility using a badge access control 
system, biometric readers, and/or security qualified technicians; 


b. Maintains physical access audit logs for colocation facilities; 


c. Controls access to areas within the facility designated as publicly accessible by 
implementing the following controls: a badge access control system, biometric 
readers, and/or security qualified technicians; 


d. Escorts visitors and controls visitor activity while within the colocation facilities; 


e. Secures keys, combinations, and other physical access devices; 


f. Inventories physical keys on at least a weekly basis; and 


g. Changes combinations and keys annually and/or when keys are lost, 
combinations are compromised, or when individuals possessing the keys or 
combinations are transferred or terminated. 


Satisfied 


PE-3(1) Physical Access Control | 
System Access 


The organization enforces physical access authorizations to the system in addition to 
the physical access controls for the colocation facilities. 


Satisfied 


PE-4 Access Control For 
Transmission 


The organization controls physical access to information system distribution and 
transmission lines within organizational facilities using a badge access control system. 


Satisfied 


PE-5 Access Control For Output 
Devices 


The organization controls physical access to output from information systems to 
prevent unauthorized individuals from obtaining the output. 


Satisfied 


PE-6 Monitoring Physical Access The organization: 


a. Monitors physical access to the facility where the system resides to detect and 
respond to physical security incidents; 


b. Reviews physical access logs continuously and upon occurrence of a security 
incident; and 


c. Coordinates results of reviews and investigations with the organizational 
incident response capability. 


Satisfied 
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Control 
No Control Name NIST Control Status 


PE-6(1) Monitoring Physical Access 
| Intrusion Alarms / 
Surveillance Equipment  


The organization monitors physical access to the facility where the system resides 
using physical intrusion alarms and surveillance equipment. 


Satisfied 


PE-6(4) Monitoring Physical Access 
| Monitoring Physical 
Access to Information 
Systems  


The organization monitors physical access to the system in addition to the physical 
access monitoring of the facility at production areas of the colocation facilities. 


Satisfied 


PE-8 Visitor Access Records The organization: 


a. Maintains visitors access records to the facility where the system resides for at 
least 12 months; 


b. Reviews visitor access records continuously; and 


c. Reports anomalies in visitor access records to management personnel. 


Satisfied 


PE-8(1) Visitor Access Records | 
Automated Records 
Maintenance / Review 


The organization maintains and reviews visitor access records using badge access 
control systems. 


Satisfied 


PE-9 Power Equipment and 
Cabling 


The organization protects power equipment and power cabling for the system from 
damage and destruction. 


Satisfied 


PE-10 Emergency Shutoff The organization: 


a. Provides the capability of shutting off power to the information system or 
individual system components in emergency situations; 


b. Places emergency shutoff switches or devices in colocation facilities to facilitate 
safe and easy access for personnel; and 


c. Protects emergency power shutoff capability from unauthorized activation. 


Satisfied 


PE-11 Emergency Power The organization provides an uninterruptible power supply to facilitate transition of 
the system to long-term alternate power in the event of a primary power source loss. 


Satisfied 


PE-11(1) Emergency Power | 
Alternate Power Supply - 
Minimal Operational 
Capability 


The organization provides an alternate power supply for the system that is activated 
automatically and that can maintain minimally required operational capability in the 
event of an extended loss of the primary power source. 


Satisfied 
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Control 
No Control Name NIST Control Status 


PE-12 Emergency Lighting The organization employs and maintains automatic emergency lighting for the system 
that activates in the event of a power outage or disruption and that covers 
emergency exits and evacuation routes within the facility. 


Satisfied 


PE-13 Fire Protection The organization employs and maintains fire detection and suppression systems that 
are supported by an independent energy source. 


Satisfied 


PE-13(1) Fire Protection | Detection 
Systems – Automatic 
Activation and Notification 


The organization employs fire detection systems that activate automatically and 
notify facilities personnel and the local fire department in the event of a fire. 


Satisfied 


PE-13(2) Fire Protection | 
Suppression Systems – 
Automatic Activation and 
Notification 


The organization: 


a. Employs fire suppression systems that activate automatically and notify 
facilities personnel and the local fire department; and 


b. Employs an automatic fire suppression capability when the facility is not staffed 
on a continuous basis. 


Satisfied 


PE-14 Environmental Controls The organization: 


a. Maintains temperature and humidity levels within the facility where the system 
resides consistent with ASHRAE document entitled Thermal Guidelines for Data 
Processing Environments; and 


b. Monitors environmental control levels continuously. 


Satisfied 


PE-15 Water Damage Protection The organization protects the system from damage resulting from water leakage by 
providing master shutoff or isolation valves that are accessible, working properly, and 
known to key personnel. 


Satisfied 


PE-15(1) Water Damage Protection | 
Automation Support 


The organization detects the presence of water near the system and alerts 
facilities personnel using building automation systems. 


Satisfied 


PE-16 Delivery and Removal The organization: 


a. Authorizes and controls all information system components entering and 
exiting the facility; and 


b. Maintains records of the system components. 


Satisfied 
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Control 
No Control Name NIST Control Status 


PE-17 Alternate Work Site The organization: 


a. Determines and documents the alternate work sites allowed for use by 
employees; 


b. Employs controls at alternate work sites; 


c. Assesses the effectiveness of controls at alternate work sites; and 


d. Provides a means for employees to communicate with information security 
and privacy personnel in case of incidents. 


Not Applicable:  


Colocation facilities 
personnel do not utilize 
alternate work sites. 


PE-18 Location of System 
Components 


The organization positions system components within the facility to minimize 
potential damage from physical and environmental hazards identified during threat 
assessment and to minimize the opportunity for unauthorized access. 


Satisfied 
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PERSONNEL SECURITY 


 


Control 
No. Control Name NIST Control Status 


PS-1 Policy and Procedures The organization: 


a. Develops, documents, and disseminates to employees: 


1. Organization-level personnel security policy that: 


a) Addresses purpose, scope, roles, responsibilities, management 
commitment, coordination among organizational entities, and 
compliance; and 


b) Is consistent with applicable laws, executive orders, directives, 
regulations, policies, standards, and guidelines; and 


2. Procedures to facilitate the implementation of the personnel security 
policy and the associated personnel security controls; 


b. Designates HR, IT and facilities personnel to manage the development, 
documentation, and dissemination of the personnel security policy and 
procedures; and 


c. Reviews and updates the current personnel security: 


1. Policy at least annually and following significant changes; and 


2. Procedures at least annually and following significant changes. 


Satisfied 


PS-2 Position Risk Designation The organization: 


a. Assigns a risk designation to all organizational positions; 


b. Establishes screening criteria for individuals filling those positions; and 


c. Reviews and updates position risk designations at least annually. 


Satisfied 
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Control 
No. Control Name NIST Control Status 


PS-3 Personnel Screening The organization: 


a. Screens individuals prior to authorizing access to the system; and 


b. Rescreens individuals according to organization-defined conditions and 
rescreening frequency requirements. 


a. Satisfied 


b. Not Applicable: 


CoreSite does not 
rescreen individuals 
after initial onboarding 
and is not required to 
rescreen by a 
government agency 
sponsor. 


PS-4 Personnel Termination The organization, upon termination of individual employment: 


a. Disables system access within eight hours; 


b. Terminates or revokes any authenticators and credentials associated with the 
individual; 


c. Conducts exit interviews that include a discussion of information security topics 
for voluntary terminations; 


d. Retrieves all security-related organizational system-related property; and 


e. Retains access to organizational information and systems formerly controlled 
by terminated individual. 


Satisfied 


PS-4(2) Personnel Termination | 
Automated Actions 


The organization uses automated mechanisms to notify IT and facilities personnel 
upon termination of an individual. 


Satisfied 


PS-5 Personnel Transfer The organization: 


a. Reviews and confirms ongoing operational need for current logical and physical 
access authorizations to systems and facilities when individuals are reassigned 
or transferred to other positions within the organization; 


b. Initiates reassignment or transfer actions within 24 hours; 


c. Modifies access authorization as needed to correspond with any changes in 
operational need due to reassignment or transfer; and 


d. Notifies IT and facilities personnel within 24 hours. 


Satisfied 
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Control 
No. Control Name NIST Control Status 


PS-6 Access Agreements The organization: 


a. Develops and documents access agreements for organizational systems; 


b. Reviews and updates the access agreements at least annually; and 


c. Verifies that individuals requiring access to organizational information and 
systems:  


1. Sign appropriate access agreements prior to being granted access; and 


2. Re-sign access agreements to maintain access to organizational systems 
when access agreements have been updated, or at least annually, or when 
a user’s access level changes. 


Satisfied 


PS-7 External Personnel Security The organization: 


a. Establishes personnel security requirements, including security roles and 
responsibilities for external providers; 


b. Requires external providers to comply with personnel security policies and 
procedures established by the organization; 


c. Documents personnel security requirements; 


d. Requires external providers to notify management personnel of any personnel 
transfers or terminations of external personnel who possess organizational 
credentials and/or badges, or who have system privileges immediately upon 
personnel terminations or within 24 hours of any personnel transfers; and 


e. Monitors provider compliance with personnel security requirements. 


Satisfied 


PS-8 Personnel Sanctions The organization: 


a. Employs a formal sanctions process for individuals failing to comply with 
established information security and privacy policies and procedures; and 


b. Notifies information system security management personnel within 24 hours 
when a formal employee sanctions process is initiated, identifying the 
individual sanctioned and the reason for the sanction. 


Satisfied 


PS-9 Positions Descriptions The organization incorporates security and privacy roles and responsibilities into 
organizational position descriptions. 


Satisfied 
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Other Information That Is Not Covered by the Service Auditor’s Report 
 
The information included within this section is presented by CoreSite management to provide additional information 
and is not a part of the system description. The information within this section has not been subjected to the 
procedures applied in the examination of the description, the suitability of the design of controls, and the operating 
effectiveness of the controls. 
 
Mapping of NIST SP 800-53 Controls to CMMC Practices 
 
The following table summarizes the NIST SP 800-53 controls that directly align with Cybersecurity Maturity Model 
Certification (CMMC) Level 2 practices. This mapping is provided to help customers understand how CoreSite’s 
control environment supports their compliance efforts under both the NIST and CMMC frameworks. 
 


NIST 800-53 CoreSite Controls Mapped CMMC Practices 


AT-2 – Literacy Training and Awareness AT.L2-3.2.1 – Role-Based Risk Awareness 


AT.L2-3.2.2 – Role-Based Training 


AT-2 (2) – Literacy Training and Awareness | Insider 
Threat 


AT.L2-3.2.3 – Insider Threat Awareness 


AT-3 – Role-Based Training  AT.L2-3.2.1 – Role-Based Risk Awareness 


AT.L2-3.2.2 – Role-Based Training 


PE-02 – Physical Access Authorizations PE.L1-3.10.1 – Limit Physical Access 


PE.L2-3.10.2 – Monitor Facility  


PE-03 – Physical Access Control  PE.L1-3.10.3 – Escort Visitors  


PE.L1-3.10.4 – Physical Access Logs 


PE.L2-3.10.5 – Manage Physical Access 


PE-04 – Access Control for Transmission PE.L1-3.10.1 – Limit Physical Access 


PE.L2-3.10.2 – Monitor Facility PE-05 – Access Control for Output Devices 


PE-06 – Monitoring Physical Access  


PE-17 – Alternate Work Site PE.L2-3.10.6 – Alternative Work Sites 


PS-03 – Personnel Screening PS.L2-3.9.1 – Screen Individuals  


PS.L2-3.9.2 – Personnel Actions  PS-04 – Personnel Termination  


PS-05 – Personnel Transfer PS.L2-3.9.1 – Screen Individuals  


PS.L2-3.9.2 – Personnel Actions 
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